Cryptography 101: Pseudorandomness
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The key interested question motivated by the Shannon’s theorem: can we do

encryption using much shorter key than the length of plaintext?

Pseudorandom generator

They idea is to generate a short (truly) random seed and then use a deterministic
algorithm to stretch this seed to a longer sequence that “looks like” truly
random. This is impossible under the requirements of correctness and perfect
indistinguishability. However, if we relax the second requirement by assuming a
reasonable upper bound on the computational power of the adversary (e.g.,
probabilistic-polynomial time computation), then we have what’s called
Pseudorandom Generator (PRG).

Definition 1 (Negligible function). A function v : N — R is negligible if
for every positive polynomial function p, there exists a Ao such that for every

A> o, v(N) < s

Definition 2 (Distinguishing advantage). For two random variables Dy and
Dy and an algorithm A, define A’s advantage in distinguishing between D,
and D; as

advioP .= [Pr..n.JA(2) = 1] — Pr.._n. [A(z) = 11/ .

Definition 3 (Computational indistinguishability). Two ensembles of ran-
dom wvariables Xy and Y, is said to be computational indistinguishable if for
any probabilistic-polynomial time (non-uniform) algorithm A,

advid™ = advi Y () = IPrlA(X,. 1) = 1] — PrlA(YA. 1Y) = 11| = neel(\).

Recall: an encryption scheme IT = (KeyGen, Enc, Dec) is perfect
indistinguishable if for any plaintexts mq and m; and any algorithm A,

adyCmClm) _ g

where C(m) = Enc(KeyGen(), m) is a random variable over the space of

ciphertexts.

We now give a relaxed version of this definition:
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Definition 4 (Computational indistinguishability of encryption scheme).
An encryption scheme 11 = (KeyGen, Enc, Dec) is said to be computational
indistinguishable if for any plainterts mg and mq and any PPT-algorithm A,

advi(mo,)\):c(ml’» — negl()\)

where C(m, \) = Enc(1*, KeyGen(1*),m) is a random variable over the space
of ciphertexts.

Definition 5 (Truly random variable). A random variable X over {0,1}" is
called truly random if for any x € {0,1}", Pr[X = x] = 1/2".

Definition 6 (Pseudorandom variable). A random variable over {0,1}" is
pseudorandom variable if it is computationally indistinguishable from a truly
random variable over the same sample space.

An algorithm that generates a pseudorandom variable is called a Pseudorandom
Generator (PRG).

Definition 7 (Pseudorandom Generator, standard version). A PRG is a

polynomial time algorithm G such that for every A € N, G maps inputs from
{0,1}* to outputs in {0,1}™N and satisfies that

e Expansion: for all sufficiently large X,

m(A) > A

e Pseudorandomness: for any PPT-distinguisher A,

advj(UA),Umw = negl(\)

where Uy s a truly random variable over {0, 1},

The existence of PRGs has not been proved. Nevertheless, it is believed that
PRGs exist.

Conjecture 8 (Existence of PRGs). For every integer \, there exists a PRG
that maps X bits to X+ 1 bits.

Theorem 9. PRG can not exist unless P # NP.

Proof. Assume for contradiction that GG is a PRG and P = NP. Let construct a
distinguisher D with non-negligible advantage in distinguishing G(U,) and
Upn()- The idea is that given y € {0, 1}, since P = NP, we can find, in
polynomial time (by simply guessing), the preimage = € {0, 1}* such that
G(zx) = y if there is such an z. The distinguisher D simply returns 1 if z exists

and 0 otherwise. Then, it follows that

adviy MmN — |PrD(G(UL)) = 1] = Pr[D(Uyy) = 1|

2)\
:‘1—m
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which is noticeable and contradict the assumption that G is a PRG. O

Example 10 (Subset sum PRG). The subset sum problem is as follows:
given n numbers A = {ay,...,a,} and a number T, each with { bits long.
Find a subset S C A such that Zaesa =T mod 2¢. This problem has been
proven to be NP-hard. We can view the problem as inverting the following

function:
f(A,8) = (A,Za mod 2f> .

a€sS

The input length of f is nl +n and the output length is nl + £. This means
that if £ > n, we have a PRG since the best algorithm for inverting the above
function or, to solve the subset sum problem, still requires exponential time.

Theorem 11. If there is a PRG G that expands \ bits to A+ 1 bits, then for
any polynomial p(N\), there is also a PRG G’ that expands X\ bits to m(\) =
A+ p(A) bits.

Proof. Let construct G’ as follows: given a uniformly random input

zo € {0,1}*, iterating G for p()) iterations, where the last A bits of the output

of each iteration is used as the input of the next iteration:
1. 29 < U,
2.fori=1,...,p(\): (bi,z;) + G(x;_1,1") where |z;] = X forall j
3. Output & = (by, ..., by, Tpr))-

Since G runs in polynomial time, G’ also runs in polynomial time. What
remains is to show that the final output x of the above procedure is

pseudorandom.

We show the pseudorandom of z using the hybrid argument as follows. Let
construct p(\) hybrids strings Hy, Hi, . . ., Hy(n) where H; € {0,1}™®™ is

defined as follows:
* The first 5 bits are uniformly random

* The last m(\) — j bits are generated by simulating the chain of G for

m(A) — j — A iterations, starting with a uniformly random seed.

Thus, H, follows the same distribution as of the output x and H,,,) is a truly
random string. Assume for contradiction that x is not pseudorandom. That is,
there is a distinguisher D and a polynomial ¢()\) such that

a‘dvgpo\),Ho _ ‘PI‘[D(HP()\)y 1>\) — 1] —_ PI‘[D(H(b 1>‘> = 1” 2 Tl)

It follows by the triangle inequality that



p(N)—1
Z |Pr[D(H;,1*) = 1] — Pr[D(H,14,1%) = 1]

> [Pr[D(Hyn), 1Y) = 1] — Pr[D(Hp, 1*) = 1]]

> 1
~q(\)’
and therefore, by the pigeonhole principle, there exists j* € [p(A)] such that
1
Pr[D(H;+,1*) = 1] — Pr[D(Hv iy, 1N = 1]| > ————.

That is, the distinguisher D distinguishes H;- and H;«;; with non-negligible
1
adVantage m .

Given the above D, we construct a distinguisher D’ that distinguishes G (Uy)

and Uy, as follows: for an input y € {0, 1},
1. Construct a string z:
o The first j* bits of z are uniformly random
o The (5* + 1)-th bit is the first bit of y

o The last remaining m(\) — j* — 1 bits are generated by simulating

the chain of G starting with yo.511.
2. Output D(z,14).

Observe that if y is truly random, then z has the same distribution as of Hj«;.
On the other hand, if y = G(U,), then z has the same distribution as H;~. Since
D can distinguish £ I and g 1 with noticeable advantage PONETeN] p( L D'
inherits this advantage in distinguishing G(U,) and U, 1, and thus contradicts
the fact that G is a PRG. O

Encryption using PRG

We can now have an encryption scheme with keys shorter than input messages.
Let G : {0,1}* — {0,1}™™ be a PRG, M = {0,1}WM, K = {0,1}*, and
C ={0,1}™™ . Define

* KeyGen(1%):
1. ky < KeyGen(1%)
« Enc(1*, kg, m):

1.k, < G(1* ky)



2.output c=m P k,
* Dec(1*, ks, ¢):
1k GO k)

2. output m = c @ k,

Theorem 12. The above encryption scheme satisfies correctness and com-
putational indistinguishability.

Proof. The proof is similar to the previous proof of one-time pad scheme:

Correctness: we have

Dec(1*, ky, Enc(1*, kg, m)) = Enc(1*, ks, m)) @ k,
=m®k, Dk,

=1m.

Computational indistinguishability: we prove the second property of our

encryption scheme by a security reduction. Specifically, assume for
contradiction that G is a PRG and there exist two messages mg, m; € M and a
distinguisher D with non-negligible advantage in distinguishing C(mg, A) and
C(mq, \), where C(mg, \) and C(my, \) are the corresponding random
variables under our encryption scheme. That is, there is a polynomial p()) such
that

adv "N A = PrD(C(mg, A), 1Y) = 1] — Pr[D(C(my, A),1*) = 1]

The idea is that given this distinguisher D, we construct a distinguisher D’ that
has a noticeable advantage in distinguishing G(Uy) and U,,»), and thus
contradicts the fact that G is a PRG. To construct D’, we first observe that if we
use the truly random keys instead of keys generated by G, then the scheme is
identical to the one-time pad scheme and therefore, any distinguisher will have

zero advantage:
|Pr[D(Unny ® mo, 1) = 1] = Pr[D(Upn) & my, 1) = 1]| = 0.

It follows that



1 N — 1] — Pr m N =
o0 < [PrD(Clma, 2),1%) = 1] = PD(Cm, 3). 1Y) = 1]

= |Pr[D(C(mo, ), 1*) = 1] — Pr[D(Upnn) @ mo, 11) = 1]

+ Pr[D(Upny ® my, 1) = 1] — Pr[D(C(my, A), 1%) = 1]‘

< |Pr[D(C(mg, ), 1*) = 1] = Pr[D(Upnp) @ mo, 1*) = 1]'

+ [Pr[D(Upny ® my, 1) = 1] — Pr[D(C(my, N), 1*) = 1]’

which implies that either

Pr[D(C(mo, A),1*) = 1] = Pr[D(Unr) & mo, 1) = ”’ =3 -;(M
or
Pr[D(Upeyy € ma, 1Y) = 1] = Pr[D(C(ma, N),1%) = 1]‘ =3 -;(A)'

Assume w.l.g. that the former is the case. We construct D’(x, 1*) as follows:
* y < mo & x (here my is an advice string that is independent of z)
* Output D(y, 1%).

Then, we have

advi "V UmY — [PD/(G(UY), 1) = 1] = Pr[D (Upay, 1) = 1|
= [Pr[D(G(U,) @ mo, 1*) = 1] = Pr[D(Up ) ® mo, 1*) = 1]|
>
—2-p(\)’

which contradicts the assumption that G is a PRG, and therefore, the
computational distinguishability holds. O

Pseudorandomness and Next-bit unpredictability

We give an alternative definition of the PRG:



Definition 13 (Pseudorandom Generator, Next-bit unpredictability). A
PRG s a polynomial time algorithm G such that for every A\ € N, G maps
inputs from {0,1}* to outputs in {0,1}"N and satisfies that

o Expansion: for all sufficiently large X,

m(A) > A

e Computationally next-bit wunpredictability: for any PPT-
predictor A and all i =1,2,...,m(}\),
A 1
Proc v, e Ari-1,17) = yil = 5 + negl(A).
The following theorem shows that the two definitions are indeed equivalent:

Theorem 14. A variable X € {0,1}" is pseudorandom iff it is computation-
ally next-bit unpredictable.

Proof. We need to show the following two statements are equivalent:

* Pseudorandomness: for any PPT-distinguisher D,

adviy"" = [Pr[D(X, 1)) = 1] = Pr[D(U,, 1)) = 1]

Computationally next-bit unpredictability: for any PPT-predictor P and
alli=1,2,...,n,

1
Pr[P(X 1, 1,1%) = X,] = 5 +megl(A).

Pseudorandomness —> Computationally next-bit unpredictable:

Assume for contradiction that X is pseudorandomness but computationally
next-bit predictable. L.e., there is a predictor P, an ¢ € [n], and a polynomial
p(A) such that

Pr[P(Xyi 1, 1) = X,] >
We use P to construct a distinguisher D that has non-negligible advantage in

distinguishing X and U,,, and thus give a constradiction. Let D(x) be as
follows:

* T < P(x1,-1,1%)
* If ; = x; then output 1
* Otherwise, output 0.

Clearly, we have



1 1
Pr[D(X,1") =1] = Pr[P(X1.,-1, 1) = X;] > = + —.
I'[(, ) ] r[(l. 1 ) ]—2+p<)\)
On the other hand,
A A 1
Pr[D(U,,1%) = 1] = Pry v, [P(y1:-1,1") = ] = 5
Therefore,
1

advyy’" = |[Pr[D(X,1*) = 1] = Pr[D(U,,, 1) = 1]| > ——
p

which contradicts the assumption that X is pseudorandom.

(Note: since we only need to show the existence of the distinguisher D, it
doesn’t matter what is the value of ¢ in the above proof (and also in the previous

proofs). Just the existence of an ¢ is enough.)

Pseudorandomness <= Computationally next-bit unpredictable:

We prove the backward direction using the hybrid argument.

Assume for contradiction that X is computationally next-bit unpredictable but is

not pseudorandomness. That is, for any 7 € [n| and any PPT-predictor P,

1
Pr[P(Xy,1,1%) = X] = 2 + negl(})
and there exist a PPT-distinguisher D and polynomial p()) such that
1

advy”" = [Pr[D(X,1") = 1] — Pr[D(U,, 1*) = 1]| > SO

Let construct hybrids Hy, ..., H, where H; is defined as:
* The first 5 bits are the first j bits of X
* The last n — j bits are uniformly random bits.

We then have H,, is identical to the variable X and H, is uniformly random

strings. By the triangle inequality, we have that

1 N — 1] — Pr A —
o S [Pr[D(X, 1) = 1] = Pr[D(U,, 1) = 1]|

:\Pr (H,, 1) = 1] = Pr[D(Hy, 1) = 1]|

<Z}Pr (H;, 1) = 1] — Pr[D(H;41,1%) = 1]|.

By the pigeonhole principle, this implies that the must be an i* € [n] such that



|Pr[D(H;, 1) = 1] = Pr[D(Hj 41, 1%) = 1] >

. 1
n-p(A) W
Let define a string H/. ; be identical as H;,1 excepting that the (¢* + 1)-th bit
is flipped. The following result will be useful:

Claim 15.

1
Pr[D(H;,1%) = 1] = 3 (P[D(Hie11,1%) = 1]+ Pr[D(H}. .y, 1Y) = 1]) .
Proof. Note that for any string H € {0, 1}", we have by the law of total
probability that
Pr(D(H,1*) =1]= > Pr[D(x,1") = 1] Pr[z = H].

ze{0,1}7
Moreover, since H;+1, and H., are identical excepting their 7*-th bits are
flipped, we also have

Prlxz = H}. ;] + Prlx = Hj 4]

Prjz = Hi] = : 5 .

Combining the two equalities concludes the proof. [

Next, we use this D to construct a predictor Pred that predicts the (i* + 1)-th bit
of X as follows: given the first ¢* bits of X,

1. Construct a string y with length n:
o The first ¢* bits of y is the the first ¢* bits of X
o The last n — ¢* bits is uniformly random
2.b= D(y,1")

3. If b = 1 then output y;+ 1 else output ;1.



We have that

Pr[Pred(X .-, 1) = X4
= Pr[(D(y, 1/\) =1) N (Yirs1 = Xieg1)]
+Pr[(D(y, 1Y) = 0) N (yirs1 = Xiv11)]
= Pr[D(y, 1A) = Uyir41 = X 1] - Prlyie 11 = X 1]
+ PT[D(% 1/\) = 0|?Jz’*+1 = Xi*—i—l] : Pf[yi*+1 = X¢*+1]

1 —
9 (PT[D@J, 1>\) = 1|y»+1 = Xi=41] + Pr[D(y, 1)‘) = 0|y 1 = Xi*+1])
1
= 5 (PrD(Hir1, 1) = 1] 4+ 1 = Pr[D(H]. 1, 1%) = 1])
1 1
= 5+ Pr{D(Hpei1, 1Y) = 1] = o (Pr[D(Hj, 1%) = 1] + Pr[D(H}. 1) = 1))
1
- 5 + (PI[D(Hi*+1a ]->\) == 1] - IDI'[_D(_E[Z*7 1>\) = ]_])
NEE
— 2 n-op(A)

where the third identity is due to the fact that y;«, is uniformly random, the
fourth identity is due to the definition of H}. ,, the sixth identity is due to claim
15, and the inequality is from (1). This inequality contradicts the assumption
that X is computationally next-bit unpredictable, and thus X must be

pseudorandom. ]
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