Cryptography 101: The Shannon’s Theorem
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Let M, K and C be the spaces of messages, keys, and ciphertexts, respectively.

Definition 1 (Encryption scheme). An encryption scheme is a triple
(KeyGen, Enc, Dec) where

e KeyGen() outputs a key k € K

e Enc(k,m) outputs a ciphertext c € C given a key k € K and a message
m e M

e Dec(k,c) outputs a message m € M given a key k € K and a ciphertext
ceC.

Definition 2 (Correctness). An encryption scheme is said to be correct if
for any m € M,

Pri. wevconn|Dec(k. Enc(k.m)) = m] = 1.

Definition 3 (Perfect indistinguishability). Let C'(m) be a random variable
over C corresponding to Enc. An encryption scheme is said to be perfect
indistinguishable if for any mg,m; € M and c € C, we have

PriC(mn) = cl = Pr[C(m.) = cl.

Definition 4 (One-time pad encryption scheme). Let M, K and C all be
{0,1}"™ for some n € N. The one-time pad encryption scheme is defined as:

e KeyGen(): sample k uniformly from {0,1}"
e Enc(k,m): output k &m

o Dec(k.c): output k & c.

Theorem 5 (One-time pad). The one-time pad encryption scheme satisfies
both correctness and perfect indistinguishability.

Proof. Correctness: for any k£ € K, we have

Dec(k, Enc(k,m)) = Dec(k,k®m) =k dm ek =m.

Perfect indistinguishability: for any &, m and ¢, we have

Pr[Enc(k,m) = ] = Pr[k ® m = (|
=Prlkdmem=cdm|
= Pr[k = c®m]
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Theorem 6 (Shannon’s theorem, 1949). In any encryption scheme that sat-
isfies both correctness and perfect indistinguishability, it is necessarily that
K[> M.

Proof. Assume for contradiction that there exists an encryption scheme that
satisfies both correctness and perfect indistinguishability with [K| < | M.
Consider a message my € M, akey ky € K, and ¢ = Enc(kg, mg). Due to the
correctness, there is exactly one message in M that is mapped to c by the key
ko. Therefore, there are at most |KC| messages that can be mapped to ¢ by any
key k£ € K. This means that there exists a message m; € M that is not mapped
to ¢ by any key k € K, i.e., Pri genkey()[Enc(k, m;) = c] = 0. Since we know
that ¢ = Enc(ko, myg), we have Prj cenkey()[Enc(k, mg) = ¢] > 0, which
contradicts the perfect indistinguishability. [
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